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	 “Each war has to 
be matched with 
a special strategic 
behavior; each 
war constitutes a 
particular case that 
requires establishing 
its own special logic 
instead of applying 
some template.”1

— A.A. Svechin



IN
 TH

E SH
AD

O
W

 O
F U

KRAIN
E  //  SETH

 G. JO
N

ES

— V —

CONTENTS
Executive Summary	 1

Chapter 1: Introduction	 4

Chapter 2: The Historical Context	 6

Chapter 3: The Future of Warfare and Russian Force Design	 11

Chapter 4: Conclusion	 22

About the Author	 27

Endnotes	 28



IN
 TH

E SH
AD

O
W

 O
F U

KRAIN
E  //  SETH

 G. JO
N

ES

— 1 —

T his report asks two main questions: how 
is the Russian military thinking about the 
future of warfare, and how is the Russian 
military thinking about force design 
over the next five years? As used here, 
force design includes the overall plan for 

structuring, staffing, training, and equipping military 
forces, including in the maritime, land, air, cyber, and 

space domains. Since the goal of this analysis is to bet-
ter understand Russian military thinking, this report 
relies primarily on Russian military journals and other 
sources, supplemented by interviews with U.S., Euro-
pean, and Ukrainian officials. 

EXECUTIVE SUMMARY
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The report has several findings.

First, Russian military thinking is dominated by a view that 
the United States is—and will remain—Moscow’s main enemy 
(главный враг) for the foreseeable future. This view of the 
United States as the main enemy has increased since the 2022 
invasion, with significant implications for the future of warfare 
and force design. Russian political and military leaders assess 
that Russian struggles in Ukraine have been largely due to aid 
from the United States and North Atlantic Treaty Organization 
(NATO), which Russian leaders interpret as direct participation 
in the war. In addition, Russian leaders believe that the United 
States is attempting to expand its power, further encircle Rus-
sia, and weaken Russia militarily, politically, and economically. 
These sentiments make Russia a dangerous enemy over the 
next five years and will likely drive Moscow’s desire to recon-
stitute its military as rapidly as possible, strengthen nuclear 
and conventional deterrence, prepare to fight the West if deter-
rence fails as part of a strategy of “active defense” (активная 
оборона), and engage in irregular and hybrid activities. 

Second, Russian analyses generally conclude that while the 
nature of warfare—its essence and purpose—is unchanging, 
the character of future warfare will rapidly evolve in ways that 
require adaptation. This report focuses on four categories of 
interest to Russia: long-range, high-precision weapons; autono-
mous and unmanned systems; emerging technologies; and the 
utility of hybrid and irregular warfare. In these and other areas, 
Russian leaders assess that it will be critical to cooperate with 
other countries, such as China and Iran.

Third, Russian political and military leaders are committed to 
a major reconstitution of the Russian military—especially the 
Russian army—over the next several years, though achieving 
this goal will be challenging. Force design may evolve in the 
following areas:

 ■ Land: Russian force design in land warfare will likely in-
clude an attempt to reconstitute the Russian army over the 
next five years. In particular, the army will likely continue 
to shift to a division structure, though it is unclear whether 
Russia can fill the ranks of larger units. These changes are 
a sharp divergence from the changes implemented under 
former minister of defense Anatoly Serdyukov. In addition, 
the Russian military has indicated a desire to restructure 
the army to allow for more mobility and decentralization 
in the field in response to the United States’ and NATO’s 
long-range precision strike capabilities.

 ■ Air: Force design in the air domain will likely involve 
some reversals initiated by Serdyukov, as well as a major 
focus on unmanned aircraft systems (UASs). For exam-
ple, the Russian military wants to increase the size of the 
Russian Aerospace Forces beyond the current force struc-

ture. Future developments may also include the use of 
UASs for logistics in contested environments, which will 
require new organizational structures.

 ■ Maritime: The Russian military has expressed a desire to 
expand its naval forces in response to growing tensions 
with the United States and NATO. The Russian Ministry of 
Defense has outlined the creation of five naval infantry di-
visions for the navy’s coastal troops. In addition, the Rus-
sian navy will likely increase the presence of unmanned 
maritime vessels as part of force design and focus on the 
development, production, and use of submarines.

 ■ Space and Cyber: The Russian military will attempt to 
further develop its space and cyber capabilities, includ-
ing offensive capabilities. It will also likely attempt to ex-
pand the size and activities of Russian Space Forces and a 
range of Russian cyber organizations, such as the Main Di-
rectorate of the General Staff (GRU), Foreign Intelligence 
Service (SVR), and Federal Security Service (FSB), though 
it will likely struggle in such areas as space because of 
Western sanctions.

Russia retains a significant arsenal of nuclear weapons, a rela-
tively strong navy and air force that remain largely intact, and a 
reasonably good relationship with China and other countries, 
such as Iran, that could provide a much-needed jump start. 

Nevertheless, Russia faces a suite of financial, military, politi-
cal, social, and other issues that will force political and military 
leaders to prioritize changes in force design. Building a big-
ger navy and air force will be expensive, as will increasing the 
size of Russian ground forces. While it is impossible to predict 
with certainty how Russian leaders will prioritize force design 
changes, likely candidates are ones that are relatively cheap or 
essential to improve fighting effectiveness.

In the land domain, for example, the Russian army may priori-
tize restructuring its land forces around divisions, strengthening 
its defense industrial base to develop and produce precision 
munitions and weapons systems for a protracted war, and ex-
perimenting with tactical units to allow for greater mobility and 
autonomy against adversaries that have precision strike capa-
bilities. Russia will likely rely on such countries as China, Iran, 
and North Korea for  some weapons systems and components.

However, a successful reconstitution of the military and a re-
design of the force, especially the army, will be difficult for 
several reasons. 

First, Russia’s deepening economic crisis will likely constrain 
its efforts to expand the quantity and quality of its ground, air, 
and naval forces. The war in Ukraine has fueled Russia’s worst 
labor crunch in decades, and the Russian economy has been 
stressed by low growth, a decrease in the ruble against the 
dollar, and inflation. Second, corruption and graft remain ram-
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pant in the Russian military, which could undermine Moscow’s 
overall plan to effectively structure, staff, train, and equip its 
forces. Third, Russia’s defense industrial base will likely face 
challenges because of the war in Ukraine. Russia has already 
expended significant amounts of precision-guided and other 
munitions in the Ukraine war, and many of its weapons sys-
tems and equipment have been destroyed or severely worn 
down. Economic sanctions may create shortages of higher-end 
foreign components and force Moscow to substitute them with 
lower-quality alternatives. Fourth, Russia could face a signif-
icant challenge because of growing civil-military friction. 
Tension between the Russian military and population could 
worsen over time because of a protracted war in Ukraine, a 
languishing economy, and an increasingly authoritarian state. 
A reconstitution of the Russian military will likely require some 
level of support and sacrifice from the Russian population.
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T he Russian military has faced a wide 
range of shortcomings following its Feb-
ruary 2022 invasion of Ukraine. Exam-
ples include a failure to conduct effective 
joint and combined arms operations, 
low morale of soldiers, inadequate lead-

ership, poor logistics support to combat forces, and 
erroneous intelligence analyses. These problems have 
occurred despite considerable efforts by the Russian 
military to examine the future of war and to design 
a force capable of conducting effective conventional 

and hybrid operations. Russia’s challenges in Ukraine 
have also severely undermined its security position. 
Finland and Sweden have opted to join the North At-
lantic Treaty Organization (NATO), the West has im-
posed economic sanctions against Russia (including 
its defense industry), and the United States and other 
Western countries have provided significant military, 
economic, and political support to Ukraine.

INTRODUCTION1
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and Poland—to talk with military, political, and intelligence 
officials about how Russian military leaders view the future 
of warfare and force design. The report also benefited from 
interviews with officials from the United Kingdom, Germany, 
France, Canada, the United States, Ukraine, Finland, Esto-
nia, Poland, and NATO, as well as discussions with a range 
of subject matter experts from such organizations as the 
Polish Institute of International Affairs, the Finnish Institute 
of International Affairs, and the International Institute for 
Strategic Studies. 

ORGANIZATION OF  
THE REPORT
The rest of this report is divided into the following chapters. 
Chapter 2 examines the historical evolution of Russian think-
ing about the future of warfare and force design. Chapter 3 
analyzes contemporary Russian thinking about the future of 
warfare and force design. Chapter 4 provides an overview of 
challenges that the Russian military may face in implementing 
these changes.

These challenges have enormous implications for the future 
of the Russian military in an increasingly competitive security 
environment. After all, if the Russian military has struggled 
against Ukraine, how might Russia fare in a future war with 
the United States and other NATO countries? 

RESEARCH DESIGN
To better understand Russian military thinking, this report 
asks two sets of questions. First, how is the Russian military 
thinking about the future of warfare? Second, how might the 
Russian military evolve its force design over the next five years? 
As used here, “force design” includes the overall plan for struc-
turing, staffing, training, and equipping military forces, includ-
ing maritime, land, and air forces. Force design directly affects 
manpower policies and retention goals. It also impacts “force 
structure,” which includes the number and type of combat 
units a military can sustain, the forces a military has available, 
how they are equipped, and how they are organized.1

To answer the main questions, this report uses a mixed-meth-
ods approach. First, the research involved a compilation and 
translation of primary- and secondary-source Russian analyses 
of warfare and force design across multiple domains of war. 
Examples included Военная Мысль [Military Thought] and 
Вестник Академии Военных Наук [Journal of the Academy of 
Military Sciences]. A limited number of analytical opinion and 
commentary in such publications as Военно-промышленный 
курьер [Military-Industrial Courier], Красная звезда [Red Star], 
TASS, and others were also included. 

While reviewing these documents is important, there are 
some limitations. For example, the quality of Russian military 
journals has declined over time—especially following the Rus-
sian invasion of Ukraine. Articles frequently lack innovative 
thought. Part of the reason may be because Russian military 
thinkers have few incentives to write critical and reflective 
pieces during a war that has gone poorly for the Russian mil-
itary and in a country that has become increasingly totalitari-
an and wary of any criticism—explicit or implicit. In addition, 
this analysis uses only unclassified material. An assessment 
on Russian military thinking with access to classified infor-
mation and analysis would still face information hurdles 
and gaps in knowledge. But a reliance on open-source infor-
mation presents even greater hurdles. Nevertheless, taking 
precautionary steps—such as qualifying judgments where 
appropriate and identifying gaps in information—still leads 
to a useful understanding of Russian thinking on the future 
of warfare and force design.

Second, this report benefited from interviews with numerous 
government and subject matter experts. One example was a 
trip to NATO’s eastern flank—including Finland, the Baltics, 
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THE HISTORICAL CONTEXT2

T his chapter briefly examines the evolu-
tion of Russian views on warfare and 
force design from the end of the Cold 
War to Russia’s invasion of Ukraine in 
February 2022. It is not meant to be a 
comprehensive examination of histor-

ical trends in Russian views on warfare and force 
design, but rather is intended to establish a baseline 
for analyzing Russia today. Consequently, it focuses 
on three developments that are representative of 
the evolution of Russian military thinking on future 
warfare: precision weapons and related concepts, 
such as the reconnaissance-strike complex and re-

connaissance-fire complex; force design, including 
the creation of battalion tactical groups (BTGs); and 
irregular and hybrid warfare.

The rest of this chapter is divided into four sections. 
The first examines the evolution in Russian thinking 
about precision weapons and related developments. 
The second section outlines the evolution of Russian 
force design. The third assesses Russian thinking 
about hybrid and irregular warfare. The fourth sec-
tion provides a brief conclusion.
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In these operations, the U.S. military effectively used technol-
ogies to conduct non-contact warfare (бесконтактная война) 
in which much of the fighting would take place using stand-off 
precision weapons.8 Medium- and long-range strikes from air, 
maritime, land, cyber, and even space-based platforms aided 
ground forces. As Major General Vladimir Slipchenko argued, 
for example, new technologies increased the importance of 
precision-guided weapons (or высокоточное оружие) and in-
creased the role of airpower and the information components 
of war (including psychological operations, electronic war-
fare, and cyber warfare).9 The origins of Russian approaches 
toward non-contact warfare stem, in part, from the leading 
Russian military theorists inspired by the intellectual legacy 
of Ogarkov’s revolution in military affairs.10 

Integrating these technologies into warfare would also re-
quire an evolution in concepts. One of the most important 
was an evolution in the reconnaissance strike complex (or 
разведивательно-ударный комплех) for stand-off strike, 
which involved the need to collect real-time intelligence and 
quickly push information to air, ground, and maritime units for 
strikes.11 A major goal of the reconnaissance strike complex was 
to improve command, control, communications, computers, 
intelligence, surveillance, and reconnaissance (C4ISR) on the 
battlefield to facilitate the coordinated employment of high-pre-
cision, long-range weapons linked to real-time intelligence data. 

Russian operations in Syria underscored the growing impor-
tance of precision strike to support ground force advances and 
to hit adversary logistics hubs and other targets. A growing 
reliance on long-range strike requires sufficient stockpiles of 
munitions (especially precision-guided munitions); an arms 
production capacity able to produce munitions in sufficient 
quantities; adequate intelligence, surveillance, and reconnais-
sance (ISR) capabilities to identify potential targets; and an 
all-domain command-and-control system that allows users to 
quickly take advantage of real-time intelligence. 

Russia integrated its air operations into a reconnaissance-strike 
complex. The Russian military heavily relied on medium-range 
and long-range strike from air, land, and maritime platforms 
and systems to help ground forces take—and retake—territory. 
Moscow combined air operations with ground-based fires and 
sea-launched stand-off weapons.12 At the tactical level, Russia 
attempted to establish kill chains that flowed from sensors to 
warfighters.13 In addition, Russia took advantage of the relatively 
permissive environment in Syria to test and refine this concept, 
integrating strikes from fixed-wing aircraft with unmanned air-
craft systems (UASs), such as the Orlan-10, Forpost, and Eler-
on-3SV; electronic warfare; space-based systems; and other ISR 
platforms and systems.14 

However, there were challenges with the reconnaissance-strike 
complex. To begin with, Russia lacked sufficient numbers of pre-

PRECISION WEAPONS  
Beginning in the 1970s, Soviet military thinkers were at the fore-
front of grappling with the implications of technological innova-
tions on warfare, what some called the Military-Technical Rev-
olution (MTR).1 One of the most influential figures was Marshal 
Nikolai Ogarkov, chief of the General Staff of the Soviet Union. 
According to Ogarkov, emerging technologies made it possible 
to see and strike deep in the future battlefield.2 These advances 
required organizational and conceptual changes to adjust force 
design and structure in each military service. 

Among the most significant advances were long-range, 
high-precision weapons, which could increase the potential 
for attacking an adversary’s command-and-control facilities 
and lead to a compressed sensor-to-shooter kill chain. By the 
1980s, the debate about the impact of the MTR led to the de-
velopment of several concepts: deep operations battle, the 
reconnaissance-strike and reconnaissance-fire complexes; and 
operational maneuver groups.3 In a 1983 article in Red Star, 
Ogarkov concluded that there were significant changes afoot in 
warfare because of “precision weapons, reconnaissance-strike 
complexes, and weapons based on new physical principles.”4 
In a 1984 interview with Red Star, he noted that “the devel-
opment of conventional means of destruction . . . is making 
many kinds of weapons global” and is triggering a rise “in the 
destructive potential of conventional weapons, making them 
almost as effective as weapons of mass destruction.”5

After the end of the Cold War, Russian views on the future 
of warfare and force design were significantly impacted by 
a close examination of U.S. wars in Afghanistan, Iraq, Libya, 
the Balkans, and other areas, as well as Moscow’s own ex-
perience in Chechnya, Georgia, Syria, and Ukraine. Russian 
military thinkers paid close attention to U.S. military opera-
tions and strategic thinking. The First Gulf War (1990–1991) 
and Second Gulf War (2003) were, in many ways, watershed 
moments for the Russian military. According to Russian 
analyses, the United States’ technological superiority over 
the Iraqi military overwhelmed the numerical advantages 
of the Iraqi military. As one assessment concluded, “Recon-
naissance, fire, electronic, and information warfare forces of 
different branches and arms of the service were integrated 
the first time ever into a shared spatially distributed recon-
naissance and strike system making wide use of modern in-
formation technologies and automated troops and weapons 
control systems.”6 

The U.S. military began with a massive attack by some of the 
latest electronic warfare capabilities and then launched, in 
parallel, an offensive by the U.S. Air Force and sea-based cruise 
missiles, reinforced with reconnaissance strike aircraft and 
artillery barrages.7 
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unable to take full advantage of its reconnais-
sance-strike complex. Russia failed to conduct 
the ground-directed dynamic targeting that has 
come to define most Western air operations.17

FORCE DESIGN
Based on the Russian military’s views about 
the future of warfare, Russian force design 
evolved through the invasion of Ukraine in 
2022. Russian thinkers based force design, in 
part, on a strategy of active defense (активная 
оборона).18 The concept of a strong defense 
has a long and rich tradition in Russian mili-
tary thinking, including from such individuals 
as Alexander Svechin.19 It involved integrating 
preemptive measures and—if that failed—deny-
ing an opponent a decisive victory in the ini-
tial period of war by degrading their effort and 
setting the conditions for a counteroffensive. 
The strategy privileged a permanent standing 
force, arrayed as high-readiness operational 
formations in each strategic direction.20 

cision-guided munitions. Roughly 80 percent 
of ordnance dropped over the first few months 
of the war in Syria were unguided bombs from 
Su-24s and Su-25s.15 In addition, the only ded-
icated airborne ISR assets that the Russian air 
force maintained in Syria were a small number 
of IL-20 Coots and the intermittent presence of 
a Tu-214R ISR testbed aircraft. The Russian air 
group’s pool of potential intelligence collectors 
was further thinned by a shortage of targeting 
pods that impaired the ability of Russian fight-
ers to provide the kind of nontraditional ISR 
that Western militaries possess. The Russian air 
force could not match the 1:2 ISR-to-strike sortie 
ratio maintained by U.S. and coalition air forc-
es in Iraq and Syria, much less the 4:1 ratio that 
NATO executed over Afghanistan.16

In addition, most Russian sorties in Syria were 
still deliberately planned missions. The Rus-
sian air force did not effectively operationalize 
the processes necessary to react on the fly to 
unexpected battlefield emergencies and was 

A Forpost from Russia’s 
Baltic Fleet flies overhead 
in the Kaliningrad region.

Russian Ministry of Defense.
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al.23 Russian leaders believed that a smaller but 
better-equipped and -trained military could 
handle a range of conflicts. This process took 
place largely between 2008 and 2012.24 The 
army’s fighting force comprised 4 tank bri-
gades, 35 motor rifle brigades and a cover, or 
fortification, brigade, supported by 9 missile, 
9 artillery, 4 Multiple Launch Rocket Systems, 
9 air defense, and 10 support brigades. This left 
the army with 85 brigades, 40 of which were 
frontline combat units.25 

Around 2015, however, the Russian military 
partially revived larger formations geared for 
major wars. In 2016, the military reactivated 
the First Tank Army in the Western Military 
District, including two reestablished divisions 
of long and revered history: the 4th Guards 
Kantemirovskaya Tank Division and a re-
formed 2nd Guards Tamanskaya Motorized 
Rifle Division that had been the first converted 
to a brigade.26

The Russian military eventually adopted a 
force structure that could deploy as BTGs, or 
as the entire formation, such as a regiment 
or brigade. BTGs were combined arms units, 
which were typically drawn from all‑volun-

One important period in force design was 
defense minister Anatoly Serdyukov’s “New 
Look” reform beginning in 2008, which led to 
one of the most radical changes in the Russian 
military since World War II.21 The goal was to 
create a flexible, professional army in a perma-
nent combat-ready state that was able to mount 
a spectrum of operations from small-scale in-
terventions to high-end warfare. Serdyukov 
reduced the size of the armed forces from 1.13 
million to 1 million by 2012, and he decreased 
the size of the officer corps as well. As Serdyu-
kov put it, “our army today is reminiscent of 
an egg which is swollen in the middle. There 
are more colonels and lieutenant colonels than 
there are junior officers.”22 Overall, the division 
gave way to a smaller, more flexible structure 
at the battalion level.

The reforms led to the dismissal of 200 gener-
als, and the military cut nearly 205,000 officer 
positions. Before the reforms, the Russian or-
der of battle resembled a smaller Soviet one, 
with 24 divisions, 12 independent brigades, 
and two separate external task forces deployed 
to Armenia and Tajikistan. However, only six 
divisions—five motor rifle divisions and a tank 
division—were at full strength and operation-
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Figure 2.1: Example of a 
Russian Battalion Tactical 
Group.

Mark Galeotti, Armies of 
Russia’s War in Ukraine (New 
York: Osprey, 2019), 40; and 
Dmanrock29, “Russian 
Battalion Tactical Group,” 
Wikimedia Commons (CC 
BY-SA 4.0).
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deployed to protect installations in and around Palmyra, in-
cluding the military airport and oil and gas fields. Other Rus-
sian PMCs, such as Vegacy Strategic Services, conducted small-
er training missions for pro-regime militia forces, such as Liwa 
al-Quds.33 In addition, PMCs engaged in some urban clearing 
operations. Wagner Group forces, for example, participated 
in operations at Latakia, Aleppo, Homs, Hama, and greater 
Damascus, as well as the counteroffensive to retake Palmyra 
in 2016 and 2017.34 

More broadly, Moscow expanded its overseas use of PMCs to 
over two dozen countries, such as Ukraine, Libya, Sudan, Mali, 
the Central African Republic, Mozambique, and Venezuela. 
These countries spanned Africa, the Middle East, Europe, Asia, 
and Latin America. Russian PMCs cooperated closely with the 
Russian government, including various combinations of the 
Kremlin, Ministry of Defense, Foreign Intelligence Service, and 
Federal Security Service. PMCs performed a variety of tasks, 
such as combat operations, intelligence collection and anal-
ysis, protective services, training, site security, information 
operations, and propaganda to further Moscow’s interests.35

CONCLUSION
By Russia’s February 2022 invasion of Ukraine, the military 
had become a partial-mobilization force. Its leaders hoped 
to have more forces and equipment, reduced staffing and 
costs, and the ability to generate substantial combat power 
on short notice. The Russian military had also shed much of 
its Soviet legacy. It was ostensibly well suited to short, high-in-
tensity campaigns defined by a heavy use of artillery and 
precision weapons, bolstered by such concepts as the recon-
naissance-strike complex and reconnaissance-fire complex. 
The military could also conduct hybrid warfare by combining 
regular and irregular operations. Russian leaders were bol-
stered by the military’s success in helping the Bashar al-Assad 
government retake much of its territory in Syria. As would 
soon become clear, however, the Russian military was unpre-
pared—at least initially—for a conventional war of attrition. 

teer companies and battalions in existing brigades. They were 
task-organized motorized rifle or tank combat entities designed 
to perform semi-independent combined arms operations. The 
goal was for Russians to deploy meaningfully sized field forces 
drawn from “kontraktniki” (or контрактники)—professionals 
who were better trained than conscripts and legally deploy-
able abroad. While the structure of the BTGs varied somewhat 
based on operational needs and available personnel, most in-
cluded roughly 600 to 800 soldiers. As highlighted in Figure 
2.1, they were generally mechanized battalions, with two to 
four tank or mechanized infantry companies and attached ar-
tillery, reconnaissance, engineer, electronic warfare, and rear 
support platoons. The support platoon generally consisted of 
motor transport, field mess, vehicle recovery, maintenance, 
and hygiene squads. The result was a somewhat self‑sufficient 
ground combat unit with disproportionate fire and rear sup-
port.27 Most BTGs had sufficient ammunition, food, and fuel 
in high-intensity combat for one to three days before needing 
logistics support.28

HYBRID WARFARE
Finally, Russia relied on a mix of regular and irregular actions—
or hybrid warfare (гибридная война). As used here, irregular 
warfare refers to activities short of regular (or conventional) 
warfare that are designed to expand a country’s influence and 
weaken its adversaries. Examples include information and dis-
information operations, cyber operations, support to state and 
non-state partners, covert action, espionage, and economic co-
ercion.29 In addition, hybrid warfare involves the combination 
of regular and irregular warfare.30 

State and non-state partner forces played a critical role in con-
ducting ground operations—including fire and maneuver—with 
outside training, advising, and assistance efforts. In Syria, for 
example, Russia benefited from competent and well-trained 
Lebanese Hezbollah forces, which were well equipped and had 
significant experience fighting highly capable Israel Defense 
Force units in 2006 in Lebanon. Hezbollah forces were tactically 
and operationally proficient at cover and concealment, fire dis-
cipline, mortar marksmanship, and coordination of direct-fire 
support, which were helpful for their involvement in the Syrian 
war.31 Moscow also worked with militias whose members were 
recruited from Iraq, Palestinian territory, Syria, Afghanistan, 
Pakistan, and other locations.

Russia also leveraged private military companies (PMCs), such 
as the Wagner Group, which trained and advised Syrian army 
units and a number of pro-Assad and foreign militias fighting 
for the regime, including the 5th Corps and Shia militias such 
as the Palestinian Liwa al-Quds.32 PMCs provided training to 
other Russian-backed Syrian militias, such as Sayadou Da’esh 
(Islamic State Hunters), which emerged in early 2017 and was 
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THE FUTURE OF WARFARE 
AND RUSSIAN FORCE DESIGN

3

T his chapter asks two questions: how is 
the Russian military thinking about the 
future of warfare, and how might the 
Russian military evolve its force design 
over the next five years? The chapter 
makes two main arguments based on a 

review of Russian documents, supplemented by in-
terviews. First, Russian analyses generally conclude 
that while the nature of warfare—its essence and pur-

pose—is unchanging, the character of future warfare 
is rapidly evolving in ways that may force Moscow to 
adapt more quickly. Of particular interest to Russian 
military thinkers is the continuing growth in preci-
sion weapons; autonomous and unmanned systems; 
specific emerging technologies, such as artificial in-
telligence (AI), stealth, and electronic warfare; and 
hybrid warfare. 

P
H

O
TO

: A
LE

X
A

N
D

E
R

 N
E

M
E

N
O

V
/G

E
TT

Y
 IM

A
G

E
S



IN
 TH

E SH
AD

O
W

 O
F U

KRAIN
E  //  SETH

 G. JO
N

ES

— 12 —

Second, Russian political and military leaders are committed 
to a major reconstitution of the Russian military—especially the 
Russian army—over the next several years, making Russia a se-
rious threat. Future force design will likely focus on deterring 
and—if deterrence fails—fighting the United States and NATO 
if necessary. According to Russian assessments, the Russian 
military is considering evolving force design in several areas:

 ■ Land: Russian force design in land warfare will likely in-
clude a continuing shift to divisions, although it is unclear 
whether the army can sufficiently fill the ranks of larger 
units. These changes mark a major shift away from the 
changes implemented under former minister of defense 
Anatoly Serdyukov. In addition, Russia will likely attempt 
to restructure its forces to allow for more mobility and 
decentralization in the field in response to U.S. and NATO 
long-range precision strike capabilities.

 ■ Air: Force design in the air domain will likely involve 
some reversals initiated by Serdyukov, as well as a major 
focus on unmanned aircraft systems (UASs). For exam-
ple, the Russian military will likely attempt to increase 
the size of the Russian Aerospace Forces. The Russian 
military may also partially restructure its air forces to in-
corporate a significant increase in the use of UASs. Future 
developments may include the use of UASs for logistics 
in contested environments, which will require new orga-
nizational structures.

 ■ Maritime: Russia may expand its naval forces in response 
to growing tensions with the United States and NATO. The 
Ministry of Defense has expressed an interest in creating 
five naval infantry divisions for the navy’s coastal troops 
based on existing naval infantry brigades. 

 ■ Space and Cyber: The Russian military will continue to 
develop its offensive space and cyber capabilities, includ-
ing its electronic warfare capabilities. It will also likely try 
to expand the size and activities of the Russian Space Forc-
es and a range of Russian cyber organizations, such as the 
Main Directorate of the General Staff (GRU), Foreign Intel-
ligence Service (SVR), and Federal Security Service (FSB). 
But Russia will likely face serious challenges in implement-
ing some of these changes, especially to the Russian Space 
Forces, because of Western sanctions and other factors.

Russia will likely face significant challenges in making all—or 
even most—of these changes, as outlined in the next chapter. 
Consequently, Russia will need to prioritize which steps it 
takes, as discussed in the last section of this chapter.

The rest of this chapter is divided into three sections. The first 
examines Russia’s current thinking about the future of war-
fare. The second section assesses Russian thinking about force 
design. The third focuses on how Russia may prioritize among 
force design options.

THE FUTURE  
OF WARFARE
Russian military thinking generally assumes that the character 
of warfare is rapidly evolving, though the nature of warfare 
remains a violent struggle between opponents.1 If there were 
any doubts before, the war in Ukraine has been a stark remind-
er. “War,” Carl von Clausewitz writes, “is an act of violence 
intended to compel our opponent to fulfill our will.”2 War is 
still nasty and brutish. By contrast, the character of warfare—
including the conduct of warfare, the speed and complexity 
of tactical decisionmaking, and the technology and weapons 
systems that militaries use and need—is evolving. In particular, 
technology is advancing in such areas as robotics, sensors, AI, 
cyber, space, long-range precision strike, hypersonics, and 
advanced communications, command, and control. There will 
also be an overload of information available to military and 
intelligence personnel that will be collected by space-based, 
aerial, ground, surface, sub-surface, and cyber sensors. 

Overall, there are several themes about the future of warfare in 
Russian military thinking: contact versus non-contact warfare, 
autonomous and unmanned systems, technological innova-
tion, and hybrid warfare. These are not meant to be exhaus-
tive, but rather representative of some of the most important 
themes debated by Russian military thinkers.

Contact vs. Non-Contact Warfare: There remains a tension 
in Russian military thinking between the future prevalence of 
contact warfare (контактная война) and non-contact warfare 
(бесконтактная война). On the one hand, numerous Russian 
military thinkers believe that warfare involving long-range pre-
cision weapons will become ubiquitous. On the other hand, 
many also believe that warfare will still involve violent contact 
between opposing ground forces that fight for control of ter-
ritory. Russian military thinkers appear to be grappling with 
how to fight for control of territory while dealing with an ad-
versary’s long-range precision strike.  

Russian military analysts generally agree that there will be 
a continuing development of advanced precision weapons 
that allow for a “high level of target destruction.”3 The goal 
of non-contact warfare is to destroy the adversary’s will and 
ability to fight at a distance before any contact occurs—or, at 
the very least, to strike fixed-wing aircraft, air defense systems, 
and other targets and weaken the adversary’s ability to hit back 
or defend itself. Conducting these types of attacks will increas-
ingly require good intelligence about the adversary’s locations, 
plans, and intentions.4 

The importance of long-range air, ground, and naval fires in 
Ukraine has reinforced the need to continue developing pre-
cision capabilities and the reconnaissance-strike complex 
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moving cargo), aerial refueling, communications, and elec-
tronic warfare. While UASs were often utilized in the past 
for intelligence, surveillance, and reconnaissance (ISR) and 
strike operations, they will likely be important for combined 
arms operations in the future—including a critical part of Rus-
sia’s reconnaissance-strike complex. As Russian president 
Vladimir Putin remarked:

 ▷ [T]he use of drones has become practically ubiqui-
tous. They should be a must-have for combat units, 
platoons, companies and battalions. Targets must 
be identified as quickly as possible and information 
needed to strike must be transferred in real time. 
Unmanned vehicles should be interconnected, in-
tegrated into a single intelligence network, and 
should have secure communication channels with 
headquarters and commanders. In the near future, 
every fighter should be able to receive information 
transmitted from drones.11

Numerous countries—including the United States—are pouring 
research and development resources into autonomous and un-
manned systems. As Russian analysts recognize, for example, 
the U.S. Department of Defense and defense industry are work-
ing on such unmanned systems as the collaborative combat 
aircraft (including the Gambit, X-62 Vista, and XQ-58 Valkyrie), 
MQ-28 Ghost Bat, MQ-25 Stingray, MQ-1C Gray Eagle Extended 
Range, and loitering munitions such as the Phoenix Ghost and 
Switchblade lines.12 These efforts also include the development 
of AI so that unmanned systems can be entirely autonomous. 

The Russian military is also working to develop future swarm-
ing tactics for UASs. A swarm involves a large number of drones 
flying in a coordinated fashion.13 The integration of AI would 
allow UASs to make decisions on their own.14 Swarms could be 
particularly beneficial for strike operations if UASs could inde-
pendently search for—and destroy—targets and adapt quickly 
to evolving conditions.15 Russia has watched with interest the 
swarming programs of adversaries, including the United States 
and United Kingdom.16 Development efforts may focus on in-
tensifying information exchange among UASs, reducing their 
dimensions, enhancing their maneuverability, and minimizing 
their construction costs.17

Russian assessments also conclude that the Russian military 
will need to improve its ability to counter unmanned systems.18 
While Russia needs to develop and produce unmanned sys-
tems, so will its state and non-state adversaries. UASs will in-
creasingly proliferate to state and non-state actors because 
the barriers to acquisition are so low.19 Many are inexpensive 
and commercially available. In addition, some Russian analysis 
suggests that advancements in engines, energy-saving tech-
nologies (such as high-energy solar arrays made from silicon, 
lithium, iron, and phosphate technologies), batteries, and 

(разведивательно-ударный комплех) and reconnaissance-fire 
complex (разведивательно-огновой комплех).5 After all, Rus-
sian forces have failed to conduct dynamic targeting in Ukraine 
and to quickly move from sensor to shooter in a kill chain. 
Ukraine has also demonstrated that long-range precision strike 
may require large volumes of munitions when facing an adver-
sary with good—or reasonably good—air defense capabilities.6

Nevertheless, Ukraine has highlighted the persistence of contact 
warfare and the need to fight for control of physical territory. 
As one Russian analysis concludes, “There is no reason to ex-
pect that [long-range precision weapons] will render useless the 
more advanced forms and methods of contact warfare. . . . [T]he 
supporters of this theory spread false information, arguing that 
modern and, above all, future wars will only be non-contact.”7 
Warfare will still hinge, in part, on the struggle for territorial 
control that involves the use of brute force among armies.8 

The broader debate about contact and non-contact warfare 
has at least three implications. First, Russia and its partners 
(such as China) will be in a race with its adversaries (such as 
the United States) to develop precision weapons that are fast-
er, stealthier, longer range, and carry a higher payload. Ex-
amples include the use of more advanced seekers, improved 
surface material on missiles, laser guidance, anti-jamming 
capabilities, sensors, and robust algorithms for precision 
strike. Second, the growth in precision weapons will pres-
ent significant dangers to ground forces, which will be ex-
posed to saturation from medium- and long-range strikes.9 
As discussed later in this chapter, ground forces will likely 
need to be more mobile and decentralized. Third, Russian 
assessments conclude that the military needs to expedite de-
fensive measures to protect civilian and military targets. One 
area is integrated air and missile defense to defend against 
incoming stand-off weapons. Another is denial and decep-
tion (maskirovka, or маскировка) to make it more difficult 
for adversaries to identify and hit targets, including the use 
of concealment, thermal camouflage, anti-thermal material, 
imitation with decoys and dummies, denial, disinformation, 
and other tactics, techniques, and procedures.

Autonomous and Unmanned Systems: Russian assessments 
of the future of war assume a growing role for all types of un-
manned systems—air, land, surface, and sub-surface.10 The im-
portance of unmanned systems also means that a key aspect of 
future warfare will be countering these systems.

UASs—including micro- and mini-UASs—offer a useful exam-
ple of Russian thinking on unmanned systems. According to 
a range of Russian military analysis, UASs will be increas-
ingly critical for future warfare because of their utility for 
aerial reconnaissance, target designation for artillery and 
other weapons systems, precision strike, attack assessment, 
survey of terrain to produce digital maps, logistics (such as 
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Russia has devoted research and development 
resources to examine various ways to counter 
UASs, such as installing miniature radars on 
UASs to double or triple the range for detecting 
incoming UASs.24 As Figure 3.2 highlights, this 
could include UASs operating in threatened sec-
tors, while transmitters on antenna masts illu-
minate the reconnaissance area from protected 
positions. 

Emerging Technologies: Another major 
theme of Russian military thinking is the grow-
ing importance of emerging technologies. As 
Russian strategic thinkers recognize, the United 
States and other NATO countries are investing in 
significant technological innovations. The pre-
vious section highlighted one area: unmanned 
systems. This section examines several others 
that Russian military thinkers believe may be 
important for future warfare. 

One emerging technology is the use of AI.25 
According to some Russian analyses, AI will 
lead to the emergence of new forms of offense 
and defense, such as swarms, autonomous 
unmanned systems, global cyber operations, 
and missile defense.26 As one Russian assess-
ment concludes, the future will likely include 
“the emergence of highly autonomous com-
bat systems in all areas of armed struggle, the 
transition from individual tactical unit control 
(items of weapons, military, and specialized 
hardware) and tactical groups to control sys-
tems based on AI.”27 Russia is engaged in AI 

lightweight material will increase the range, 
speed, and payload capacities of UASs.20

Russian assessments generally conclude 
that surface-to-air missiles and artillery are 
not cost effective against UASs. In addition, 
ground radar detection of micro- and mini-
UASs will be difficult because UASs can hover 
for protracted periods and some types have 
a low Doppler frequency, making them dif-
ficult to detect.21 As one Russian assessment 
concludes, “The use of drones at all levels of 
armed formations, as well as the range of mis-
sions they perform, will constantly expand. 
This trend is expected to continue in the com-
ing years. Thus, a program for designing and 
developing specialized radars and weapons 
of the given and prospective classes of micro- 
and mini-UAVs needs to be adopted.”22

Consequently, Russia is working on possible 
solutions that target critical subsystems of 
UASs using advanced electronic warfare sys-
tems, lasers, microwave weapons, and acous-
tic weapons. As Figure 3.1 highlights based on 
one Russian analysis, electronic warfare may 
be particularly useful against UAS electron-
ic assets and optoelectronic systems, lasers 
against all key subsystems, microwaves against 
electronic assets and optoelectronic systems, 
acoustics against engines and electronic assets, 
and strike against all major subsystems. Elec-
tronic warfare appears to be especially prom-
ising for Russian military analysts.23 

Figure 3.1: Russian 
Assessments of 
Vulnerable UAS 
Components.

Г.А. Лопин, Г.И. Смирнов, И.Н. 
Ткачёв [G.A. Lopin, G.I. Smirnov, 
and I.N. Tkachov], “Развитие 
Средств Борьбы С Беспилотными 
Летательными Аппаратами” 
[Development of Assets to 
Counter Unmanned Vehicles], 
Военная мысль [Military Thought] 
32, no. 2 (June 2023): 58–67.
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military, Russia is not a global leader in many 
of these technologies. Consequently, Mos-
cow will likely lag behind such countries as 
the United States and China, which are pour-
ing more money into the defense sector and 
have much greater capabilities. Russia has 
also suffered from a brain drain of talent in 
the technology sector. More founders of “uni-
corn” startups—privately held startup com-
panies with a value of over $1 billion—leave 
Russia than any other country, according to 
one study.33 Another assesses that the Russian 
tech sector is hemorrhaging and is in danger 
of being “cut off from the global tech industry, 
research funding, scientific exchanges, and 
critical components.”34

Hybrid Warfare: Finally, Russian military 
thinkers assess that the future of warfare will 
include a combination of both state and non-
state actors involved in regular and irregular 
operations, which may be best characterized 
as hybrid warfare.35 The concept of hybrid 
warfare has a long and rich tradition in Rus-
sian military thinking. Over the past several 
years, Russia has used government forces 
(such as special operations forces and intel-
ligence units) and non-government forces 
(such as private military companies and Leba-

development in multiple areas, such as image 
identification, speech recognition, control of 
autonomous military systems, and information 
support for weapons.28

Another example is hypersonic technology.29 
Hypersonic weapons combine the speed and 
range of ballistic missiles with the low altitude 
and maneuverability profile of a cruise missile, 
making them difficult to detect and capable of 
quickly striking targets. As one Russian assess-
ment concludes, future warfare will involve 
the “widespread proliferation of hypersonic 
weapons in the air environment and super-
sonic weapons in the marine environment.”30 
The Russian military is particularly interested 
in hypersonic technology because hypersonic 
cruise and ballistic missiles can overcome an 
adversary’s integrated air and missile defense 
and destroy its retaliatory strike systems.31

The Russian military is also interested in the 
future military application of other technolo-
gies, such as biotechnology, telecommunica-
tions, nanotechnology, quantum computing, 
stealth technology, laser weapons, and direct-
ed energy weapons.32 

While this section highlights Russian interest 
in integrating emerging technology into its 

Figure 3.2: Russian 
Analysis of UASs to 
Counter Unmanned 
Systems.

Мариам Мохаммад, В. Н. 
Похващев, Л. Б. Рязанцев [Mariam 
Mohammad, V.N. Pokhvashchev, 
and L.B. Ryazantsev], “К Вопросу 
Повышения Эффективности 
Противодействия 
Малоразмерным Беспилотным 
Летательным Аппаратам” 
[Improving the Efficiency of 
Countering Small Unmanned 
Aerial Vehicles], Военная мысль 
[Military Thought] 31, no. 4 
(December 2022), 71.
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nese Hezbollah) to conduct extraterritorial actions.36 The Rus-
sian military may be cautious about leveraging some types of 
non-state or quasi-state actors in light of Yevgeny Prigozhin’s 
tension with the Russian military and insurrection against 
the Russian government in June 2023. But hybrid warfare will 
likely remain important for the Russian state. In fact, Russia’s 
challenges in conducting conventional warfare in Ukraine may 
increase Moscow’s proclivity for hybrid warfare, especially 
against the United States and other NATO countries that have 
superior conventional capabilities.

According to Russian analyses, future warfare will continue 
to involve non-state actors.37 After all, Russian analysts be-
lieve that such adversaries as the United States will utilize a 
wide range of non-state actors in the future to sow discord 
and instability.38 Based on the Ukraine case, Russian analyses 
also assume that adversaries such as the United States will use 
Western companies in multiple domains of warfare, includ-
ing cyber (such as Microsoft and Amazon) and space (such as 
SpaceX, Hawkeye 360, and Maxar).39

FORCE DESIGN
This section examines Russian thinking on force design, 
based in part on Russian assessments about the future of 
warfare. It focuses on several aspects of force design: land, 
air, maritime, cyber, and space. Chapter 4 then examines the 
challenges Moscow will likely face in implementing many of 
these changes.

Russian military thinking about force design is based on an as-
sumption that the United States—and NATO more broadly—will 
be Russia’s main enemy (главный враг) and greatest threat 
for the foreseeable future.40 Russian leaders have expressed 
concern about the expansion of NATO to Finland and Sweden, 
as well as the buildup of Western forces—especially U.S. forc-
es—on NATO’s eastern flank.41 In addition, Russian political and 
military leaders assess that Russia’s struggles in Ukraine have 
been due to U.S. and broader NATO aid.42 

Consequently, Russia has closely examined U.S. force design 
efforts, such as the U.S. Marine Corps’ Force Design 2030.43 
Force Design 2030 is in some ways an odd concept for Moscow 
to examine since it focuses on fighting a maritime conflict in 
the Indo-Pacific. But there are some broader discussions of 
the importance of precision fires and logistics in a contested 
environment. As Force Design 2030 concludes, the future of 
the U.S. Marine Corps will center around such capabilities as:

 ▷ [L]ong-range precision fires; medium- to long-range 
air defense systems; short-range (point defense) air 
defense systems; high-endurance, long-range un-
manned systems with Intelligence, Surveillance, and 
Reconnaissance (ISR), Electronic Warfare (EW), and 

lethal strike capabilities; and disruptive and less-lethal 
capabilities appropriate for countering malign activity 
by actors pursuing maritime “gray zone” strategies.44

Russian military thinkers have also followed discussions about 
the U.S. military’s Joint Warfighting Concept and other efforts that 
outline U.S. views about future threats and force design. Russian 
analyses generally assume that the United States will attempt to 
conduct several actions that impact Russian force design: 

 ■ Destroy early warning systems, air defense, missile de-
fense, electronic warfare, and long-range precision weap-
ons systems and capabilities;

 ■ Destroy or disable critical civilian and government instal-
lations, as well as key parts of the defense industrial base;

 ■ Disrupt command and control systems; and

 ■ Disrupt transport infrastructure facilities.45

The rest of this section examines five areas: land, air, maritime, 
space, and cyber.

Land: Russian force design in land warfare will likely focus on 
revitalizing the Russian army over the next five years.46 Russia’s 
offensive maneuver formations in Ukraine have been heavily 
weighted toward artillery, armor, support, and enablers rather 
than infantry. This structure has undermined Russia’s ability to 
operate in urban terrain, support armor with dismounted infan-
try, conduct effective combined arms operations, and control 
terrain. There have also been shortages of key personnel, from 
enablers to logistics. The BTG structure is likely better suited to 
small-scale wars than to a large-scale conventional war.

Russian design of land forces may include several aspects, 
based on Russian military thinking. 

First, there will likely be a continuing shift away from BTGs to 
divisions to prepare for deterrence and warfighting against 
NATO.47 In particular, the Russian army will likely continue to 
move away from battalion formations to infantry, marine, and 
airborne divisions. This would mark a significant shift away 
from the changes implemented under former minister of de-
fense Anatoly Serdyukov, who scrapped the Soviet-era struc-
ture of the armed forces that included large divisions as part of 
the “New Look” reforms.48 A substantial number of Seryukov’s 
changes are likely to be reversed over the next several years.

For example, Russian military leaders have indicated an inten-
tion to create at least nine new divisions: five artillery divisions, 
including super-heavy artillery brigades for building artillery 
reserves; two air assault divisions in the Russian Airborne Forc-
es (VDV), bringing its force structure to roughly equal with 
Soviet times; and two motorized infantry divisions integrated 
into combined arms forces. The Ministry of Defense will likely 
transform seven motorized infantry brigades into motorized 
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infantry divisions in the Western, Central, and Eastern Dis-
tricts, as well as in the Northern Fleet. It will also likely expand 
an army corps in Karelia, across the border from Finland. In 
addition, each combined arms (tank) army may have a com-
posite aviation division within it and an army aviation brigade 
with 80 to 100 combat helicopters under the control of ground 
force units—not the Russian Aerospace Forces. This decision 
was likely a result of the poor joint operations in Ukraine, espe-
cially air-land battle, though it does not fix poor coordination 
between Russian land and air forces.49 

As part of a restructuring plan, the military also re-estab-
lished the Moscow and Leningrad Military Districts as joint 
force strategic territorial units within the armed forces.50 This 
was another blow to the Serdyukov “New Look” reforms, 
since he had condensed six military districts into four, as 
well as changed their command-and-control relationships.51 
The Western Military District’s failure during the invasion of 
Ukraine may have contributed to its downfall. The Russian 
military will also likely increase the number of contract service 
members, or kontraktniki (контрактники), and raise the age 
ceiling for conscription.52 

Second, the Russian army may experiment with different for-
mations at the tactical level, according to some Russian mil-
itary thinkers. During the war in Ukraine, Russian infantry 
structures at the tactical level have evolved from deploying 
uniform BTGs as combined arms units to a stratified division 
by function into line, assault, specialized, and disposable 
troops.53 These infantry unit types might be formed into 
task-organized groupings in the future.

For example, line units could be largely used for holding ter-
ritory and conducting defensive operations, and they could 
be based on mechanized units. They may not receive specific 
assault training, ensuring that they are largely used for defen-
sive tasks. Assault units might include battalion-sized forces 
that are essentially reinforced battalions with a focus on urban 
and rural assault operations, including VDV and naval infantry 
units. They would receive additional training, perhaps akin to 
U.S. or other light infantry forces, and would likely be a skilled 
and valuable asset.54 Specialized units, particularly infantry, 
could be generated through the normal Russian recruitment 
and training system, and they might include VDV or Spetsnaz. 
In ground combat, they would likely be held back from the 
front lines, fight from well-defended positions, and include 
snipers, artillery spotters, and support weapon operators. 
Disposable units might be drawn from local militias, private 
military companies, or under-trained mobilized Russian ci-
vilians. These forces might be assigned the initial advances to 
adversary positions and would likely be susceptible to high 
casualties. They could be used for skirmishing in order to 
identify adversary firing positions, which are then targeted 

by specialized infantry, or to find weak points in defenses that 
could be prioritized for assault.55

Third, the Russian army will likely attempt to restructure its 
units to allow for more mobility in the field.56 The Russian 
Ministry of Defense has already indicated a desire to focus 
on motorized rifle and air assault divisions.57 The evolution of 
Ukraine to a war of attrition has been costly for Russian ground 
forces. With the growth in non-contact warfare and long-range 
precision strike, concentrated forces are likely to be highly 
vulnerable in the future.58 Some solutions for Russian units 
may include greater autonomy among soldiers at the squad, 
platoon, and company levels; standardized equipment among 
forces to maximize interchangeability; and a clearer under-
standing of the commander’s intent before operations begin.59 
Each of these groups should have its own artillery mortars, 
field guns, launchers, UASs, and additional equipment.60

Fourth, Russian military thinkers have encouraged greater 
decentralization of Russian units, though this may be difficult 
in a military without a significant culture of delegation. Some 
assessments have concluded that Russian forces have lacked 
sufficient initiative in Ukraine because of poor training and 
command-and-control arrangements.61 As one assessment 
noted, Russian “commanders of primary tactical units (pla-
toon, squad, crew, or team) have poor skills in organizing 
and performing independent actions. This, in turn, leads 
to the fact that when command and control is excessively 
centralized during combat, military units instinctively gather 
in dense combat formations, marching columns, and con-
centration areas.”62 These problems can lead to “sluggish-
ness, situational blindness, and vulnerability of the tactical 
or operational groups. As a result, an adversary with low 
density and network-structured combat formations . . . has 
an undeniable advantage over such unwieldy, sluggish, and 
vulnerable groups.”63 

Due to the over-centralization of Russia’s military command 
structure in the early stages of the war in Ukraine, Russian of-
ficers deployed increasingly close to the front—even for brief 
visits. This risky decision made them targets for Ukrainian 
strikes and resulted in high casualties among senior officers. 
The loss of senior- and mid-level officers, who played a large 
role in tactical operations, undermined command-and-con-
trol and initiative at lower-unit levels. One proposed solution 
in Russian military thinking is a reduction in the size of ac-
tive tactical units on the battlefield. A frontal assault might 
involve a reinforced motorized rifle battalion with extended 
intervals between squad, platoon, and company formations. 
According to one proponent of this structure, “One of the 
new features of modern combined arms combat (combat 
operations) is the reduction of the main, active tactical unit 
on the battlefield while increasing the number of such units. 
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The latter enjoy increased autonomy; in addition, they are 
homogeneous and independent, and horizontal coordina-
tion between them is important.”64 

Fifth, Russian land forces may struggle to restructure their 
relationship with non-state and quasi-state actors, including 
Russian private military companies. As already noted, Russian 
military analyses assume that Russia, like many of its com-
petitors, will continue to work with irregular forces in future 
wars.65 Following Prigozhin’s insurrection in June 2023, how-
ever, the Russian military began an effort to reintegrate the 
Wagner Group and other contractors into the military. Follow-
ing the death of Prigozhin in August 2023, almost certainly at 
Putin’s instruction, the Russian government will likely attempt 
to reign in the Wagner Group and other private military com-
panies under tighter Russian command-and-control. 

Air: Force design in the air domain will also involve some 
reversals of reforms initiated by Serdyukov, as well as a major 
focus on UASs. Some of these changes are likely to be a reac-
tion to problems encountered in Ukraine, while others are 
meant to deal with an expanded NATO viewed as a more sig-
nificant threat and growing U.S. capabilities in global strike.66

In Ukraine, the Russian Aerospace Forces (Воздушно-
космические силы, or VKS) has failed to achieve air superi-
ority against a Ukrainian military with reasonable air defense 
capabilities, such as SA-10 and SA-11 surface-to-air missile 
systems, National Advanced Surface-to-Air Missile Systems 
(NASAMS), IRIS-T SL mobile air defense systems, and Patri-
ot batteries. The success of Ukrainian air defenses, as well 
as the failure of Russian suppression of enemy air defense 
(SEAD) operations to take out Ukrainian air defense capabil-
ities, has deterred Russian aircraft from operating over most 
of Ukrainian-controlled territory. This means that Russia’s 
primary option to strike deep into Ukraine has been through 
cruise and ballistic missiles launched from Russia, Belarus, 
Russian-controlled territory in Ukraine, or maritime vessels in 
the Black Sea. In a war with U.S. and NATO forces, Russian air 
units would face an exponentially greater air defense threat. 

As part of future restructuring, the Russian military has 
raised the possibility of increasing the size of the VKS by nine 
aviation regiments, including eight bomber regiments and 
one fighter regiment.67 This addition would come on top of 
three existing bomber regiments and six fighter regiments, as 
well as five mixed regiments with fighter and ground-attack 
units, four long-range bomber squadrons, and one expedi-
tionary fighter squadron. In addition, the Russian Ministry of 
Defense created three new operational commands of aviation 
divisions within the Russian air force.68 This restructuring 
was a significant departure from the 2009 changes initiated 
by Serdyukov. He attempted to scrap the Russian air force’s 
regimental structure inherited from the Soviet Union and to 

transition to the airbase as the main structural unit composed 
of squadrons. But Defense Minister Sergei Shoigu reversed 
several of Serdyukov’s decisions, and an aviation regiment 
became roughly comparable to an airbase in size.69

In addition, the Russian military will likely expand the use 
of UASs into the overall plan for structuring, staffing, train-
ing, and equipping air forces—as well as land and maritime 
forces. The Russians are not alone. The evolution of UASs is 
one of the most significant components of future force de-
sign, including with the U.S. focus on a range of unmanned 
systems such as the collaborative combat aircraft, loitering 
munitions, and fully autonomous UASs. UASs are likely to 
be a critical part of Russia’s reconnaissance-strike complex. 

There are several Russian themes about unmanned systems 
and the future of warfare.

First, UASs may increasingly replace some types of missiles, 
artillery, and even fixed-wing aircraft for medium- and long-
range strike for air, land, and maritime forces.70 UASs will likely 
be integrated into key areas of the force, including land forces 
described in the previous section. According to some Russian 
assessments, future UASs with advances in precision, speed, 
payload, and range will likely offer several advantages over 
manned fixed-wing aircraft and helicopters: low radar visibil-
ity, an ability to perform most of the combat flight in complete 
silence, relatively low cost, and no casualties.71 In addition, 
Russian military thinkers have also raised the possibility that 
UASs could operate in low Earth orbit, though it is unclear 
whether Russia has the technical capability to achieve this over 
the next three to five years. As one Russian analysis notes: “[U]
nmanned aerospace attack weapons capable of operating both 
in air space and in outer space, performing numerous high-al-
titude maneuvers, will become widespread.”72

Second, Russia is interested in utilizing unmanned systems 
for military logistics in contested environments, though the 
Russian military has not yet operationalized this capability.73 
An important goal is to develop and use UASs and other un-
manned systems to deliver weapons, munitions, food, fuel, 
and other supplies to land, naval, and air forces. Used in this 
way, Russian forces would need to develop the necessary in-
frastructure, organizational structures, and processing sys-
tems to facilitate the use of UASs for logistics. As illustrated 
in Figure 3.3, there has been some Russian analysis about 
the different types and payloads necessary for cargo UASs.

The use of UASs for logistics will require new organizational 
structures. There is some consideration of a new special-pur-
pose logistics service for the Russian military, as highlighted 
in Figure 3.4.
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Some Russian assessments judge that fixed-wing manned air-
craft—especially fighter aircraft—may be less relevant in the 
future.74 As one Russian assessment concluded:

 ▷ Unmanned aviation has gained prevalence in air-
space over manned aviation in performing air re-
connaissance and target acquisition. Special signif-
icance in performing strike missions both over the 
front line and in the depth of Ukrainian territory 
has been demonstrated by strike UAS capable of 
delivering considerable destruction to both small 
moving targets and large installations of Ukraine’s 
critical infrastructure.75

There is considerable Russian interest in such U.S. programs as 
the Next Generation Air Dominance (NGAD) sixth-generation 
air superiority initiative, including a U.S. Air Force manned 
fighter aircraft and a supported unmanned collaborative com-
bat aircraft using manned-unmanned teaming (MUM-T). To 
compete with the U.S. B-21, Russia will still likely continue its 
future long-range aviation complex (Prospective Aviation Com-
plex of Long-Range Aviation, or PAK DA) project, with a sub-
sonic low-observable flying wing and stealth capabilities.76 Rus-
sia will also continue its next-generation Tu-160M Blackjack 
strategic bomber.77 Some Russian analyses on sixth-generation 
aircraft emphasize the importance of developing technolo-
gy that increases stealth; maximizes networking capabilities; 
integrates highly sensitive sensors; and develops hyperson-
ic modes of flight, including near-space entry capability. For 
Russia, a major component of sixth-generation fighters is the 
“system of systems” concept to integrate aircraft into a broad-
er system of surface ships, ground forces, command centers, 
satellites, and other manned and unmanned aircraft.78

Maritime: Unlike the army, the Russian navy remains largely 
intact. It lost the Black Sea flagship, the Moskva, and sever-
al auxiliaries. But Russia’s four fleets—the Northern, Baltic, 

Black Sea, and Pacific Fleets—and Caspian Flotilla are still in 
reasonable shape. Nevertheless, Russia’s future force design 
may evolve in several ways, based on a review of Russian 
military thinking.

First, Russian leaders have expressed an interest in strength-
ening Russian naval forces—including submarines—in response 
to growing tensions with the United States and NATO. The Min-
istry of Defense has announced a desire to create five naval 
infantry brigades for the navy’s coastal troops based on exist-
ing naval infantry brigades.79 This expansion followed Russia’s 
adoption of a new maritime doctrine in July 2022, which iden-
tified the United States and NATO as major threats. In addition, 
the doctrine expressed an interest in building modern aircraft 
carriers, though it also highlighted the challenges of Russia’s 
lack of overseas naval bases and the constraints on Russia’s 
shipbuilding industry because of the West’s economic sanc-
tions.80 Senior Russian officials have identified nuclear-pow-
ered submarines as critical in future force design.81

Second, the Russian navy will likely increase the presence of 
unmanned maritime vessels as part of force design. As one 
assessment notes: “Direct armed confrontation between ships 
will become predominantly auxiliary in nature. In the Navy, 
similar to the Aerospace Forces, the proportion of surface 
and submarine unmanned ships, both attack and support 
(reconnaissance, EW [electronic warfare], communications, 
transport), will increase significantly.”82 Along these lines, na-
vies will likely position their crewed vessels—such as frigates, 
cruisers, corvettes, patrol boats, and destroyers—outside of 
the range of enemy fire and serve as control centers and car-
riers for unmanned vessels and UASs. Future warfare in the 
naval domain will increasingly involve armed confrontation 
between unmanned ships and UASs, including in swarms. 

Space and Cyber: Military space and counterspace capabilities 
fall under the Russian Space Forces, which sits within the VKS. 

CARGO 
UASs

QUANTITY 
(UNITS)

PAYLOAD  
(METRIC TONS)

TOTAL PAYLOAD 
(METRIC TONS)

    up to 1 1.1 to 4 4 to 6

SQUADRON FREIGHT UAS

Light 8 8 – – 8
Medium 6 – 24 – 24
Heavy 4 –  – 24 24
Total 18 8 24 24 56

Figure 3.3: Main Types 
and Payloads of 
Proposed Russian Cargo 
UASs.

А. В. Топоров, М. С. Бондарь, Р. В. 
Ахметьянов [A.V. Toporov, M.S. 
Bondar, and R.V. Akhmetyanov], 
“Материально-техническая 
Поддержка В Бою И Операции: 
Проблемный Вопрос И 
Направления Его Разрешения” 
[Logistical Support in Combat 
and Operations: A Problem and 
Potential Solutions],” Военная 
мысль [Military Thought] 32, no. 2 
(June 2023), 25.
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Russia will likely attempt to expand its coun-
terspace capabilities, including kinetic physi-
cal weapons, such as direct-ascent anti-satel-
lite weapons in low Earth orbit and co-orbital 
weapons; non-kinetic physical weapons, such 
as ground-based laser systems; electronic capa-
bilities, including GPS jamming; and cyber in-
trusions.83 However, there is little evidence that 
Russia is likely to implement any major changes 
in force design in the space domain, and Russia 
has been hampered by sanctions and a loss of 
international partnerships and funding.84 One 
example of Russian struggles in the space do-
main was the August 2023 crash of the Luna-25 
spacecraft, which was Russia’s first space launch 
to the moon’s surface since the 1970s.

Russia will likely attempt to expand its cyber 
capabilities under the GRU, SVR, and FSB, 
though Russia does not have a cyber com-
mand. The Presidential Administration and the 
Security Council coordinate cyber operations, 
but they are not a true cyber command. It is 
unclear whether Russia will create a veritable 
cyber command. What may be more likely is 
that Russian organizations, such as the GRU 
(including GRU Unit 26165, or the 85th Main 
Special Service Center), will recruit additional 
personnel, build new infrastructure, and in-
crease their offensive cyber activities. 

While a priority, Russian offensive cyber 
operations have failed to significantly blind 
Ukrainian command-and-control efforts 
or threaten critical infrastructure for a pro-
longed period. In the early phases of the in-
vasion of Ukraine, for example, cyberattack-
ers associated with the GRU, SVR, and FSB 
launched cyberattacks against hundreds of 
systems in the Ukrainian government and in 
Ukraine’s energy, information technology, me-
dia, and financial sectors. Examples of Russian 
malware have included WhisperGate/Whis-
perKill, FoxBlade (or Hermetic Wiper), Son-
icVote (or HermeticRansom), and CaddyWip-
er.85 But Russian cyber operations have failed 
to undermine Ukraine’s ability or will to fight, 
in part because of outside state and non-state 
assistance to Ukraine to identify cyber and 
electronic warfare attacks, attribute attacks to 
the perpetrators, and assist with remediation. 

In addition, a number of Russian military 
thinkers continue to focus on electronic war-
fare as a key aspect of force design.86 This 
includes using the electromagnetic spec-
trum—such as radio, infrared, and radar—to 
sense, protect, and communicate, as well as 
to disrupt or deny adversaries the ability to 
use these signals. The demand for electron-
ic warfare products will also likely trigger a 

Figure 3.4: Diagram of the 
System for Cargo UASs.

А. В. Топоров, М. С. Бондарь, Р. В. 
Ахметьянов [A.V. Toporov, M.S. 
Bondar, and R.V. Akhmetyanov], 
“Материально-техническая 
поддержка в бою и операции: 
проблемный вопрос и 
направления” [Logistical Support 
in Combat and Operations: A 
Problem and Potential Solutions], 
Военная мысль [Military Thought] 
32, no. 2 (June 2023): 17–31.
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growing push for electronic warfare technologies, including 
AI, so that electronic warfare systems can operate in the dense 
radio-frequency environment of the battlefield.

CONCLUSION
As this chapter argued, most Russian military thinkers believe 
that while the nature of warfare remains the same, the character 
of warfare is evolving in such areas as long-range, high-precision 
weapons; autonomous and unmanned systems; emerging tech-
nologies, such as AI; and the utility of non-state and quasi-state 
actors in warfare. In these and other areas, Russian leaders as-
sess that it will be critical to cooperate with other countries, 
especially China. In addition, Russian political and military lead-
ers are committed to a major reconstitution of the Russian mil-
itary—especially the Russian army—over the next several years. 
Russia is likely to adopt a force design that centers around the 
division, yet also attempt to create forces that are more mobile 
and decentralized. 

Achieving many of these goals will be challenging, if not im-
possible, as the next chapter explains. Russian leaders may 
want to make numerous changes, but they will be highly con-
strained. Russia faces a suite of financial, military, political, 
social, and other issues that will force political and military 
leaders to prioritize changes in force design. Building a bigger 
navy and air force will be expensive, as will increasing the size 
of Russian ground forces by 22 total divisions.87 Moscow plans 
to boost its defense budget in 2024 to roughly 6 percent of 
gross domestic product, up from 3.9 percent in 2023.88 But 
this increase will not be sufficient to implement all the changes 
Moscow’s leaders have discussed.

While it is impossible to predict with certainty how Russian 
leaders will prioritize force design changes, likely candidates 
are ones that are relatively cheap or essential to improve 
fighting effectiveness. 

Russia will likely prioritize rebuilding its army, which suffered 
significant attrition during the war in Ukraine and failed in 
numerous areas such as combined arms operations. Russia’s 
army is essential to fight a protracted war in Ukraine and de-
ter NATO. Indeed, it is difficult to envision Russia developing 
a modern force mix until it overhauls the army. Based on a 
review of Russian military assessments, it is reasonable to as-
sume that the army will focus on restructuring its land forces 
around divisions; developing fires-centric capabilities, such as 
long-range artillery and laser-guided shells that maximize ac-
curacy; and experimenting with tactical organizational struc-
tures that allow for greater mobility and autonomy against 
adversaries that have precision strike capabilities. 

In the air domain, Russia will likely invest its limited resources in 
developing a broad suite of unmanned systems and long-range 

precision strike capabilities. UASs will likely be essential for fu-
ture Russian warfighting to conduct a wide of missions, such 
as logistics in a contested environment, battlefield awareness, 
targeting for medium- and long-range fires, strike, information 
operations, and electronic warfare. In Ukraine, Russia increased 
the complexity, diversity, and density of UASs, with more lethal 
warheads and advances in noise reduction and counter-UAS 
capabilities. Russia will also continue to invest heavily in elec-
tronic warfare, based in part on successes of the Zhitel R330-Zh, 
Pole-21, and other systems in Ukraine.

In the maritime domain, Russia will likely focus on subma-
rines and unmanned systems. Submarines are essential for 
Russia’s nuclear deterrence posture. Of particular focus may 
be construction of the Project 955A (Borei-A) class of nucle-
ar-powered ballistic missile submarines, which are built at 
the Sevmash shipyard in Severodvinsk. They are armed with 
Bulava submarine launched ballistic missiles, and Russia is 
continuing to develop technologies that reduce their acous-
tic signature. The Borei-class submarines will replace Russia’s 
ageing, Soviet-era Delta III-class and Delta IV-class ballistic mis-
sile submarines.89 More broadly, Russia is likely to prioritize 
maintenance of the nuclear triad, including its submarines, 
which is Moscow’s main guarantee of security with a degraded 
conventional land force.

The Russian military will also likely focus on revitalizing its 
industrial base, with support from China, North Korea, Iran, 
and other countries. This means outsourcing some weapons 
systems (such as UASs) and components that Russian can’t 
manufacture in sufficient quantities or lacks the technology 
or parts. As the war in Ukraine highlighted, an important pre-
requisite for offense and defense is fires dominance.90 Russia 
will likely focus on building stockpiles of precision munitions 
for both Ukraine and NATO’s eastern front.

The next chapter examines Russian challenges in implement-
ing many of these reforms.
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T his chapter focuses on implications for 
the United States and NATO and makes 
two main arguments. First, Russian 
views of the future of warfare and efforts 
to restructure the military will likely be 
shaped by a strong view that the United 

States and NATO represent a clear and present threat 
to Moscow. The West’s aid to Ukraine, expansion of 
NATO to Finland and likely Sweden, deployment of 
forces along NATO’s eastern flank, and continuing 
military buildup will likely increase Moscow’s per-

CONCLUSION4

ception of insecurity. Second, Moscow will likely face 
considerable challenges in implementing many of its 
changes. Moscow’s lagging economy, rampant cor-
ruption, strained defense industrial base, and stove-
piped military structure will likely create significant 
hurdles in implementing Russian force design goals. 
Despite these challenges, Russia still possesses some 
formidable capabilities with its strategic forces, navy, 
and air force.
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The rest of this chapter is divided into three sections. The first 
examines the United States as Russia’s main enemy. The sec-
ond section assesses challenges in implementing Russian force 
design. The third provides a brief summary.

RUSSIA’S MAIN ENEMY
The United States—and NATO more broadly—will likely re-
main Russia’s main enemy for the foreseeable future for at 
least two reasons.1 

First, Russian political and military leaders assess that the 
country’s struggles in Ukraine have been largely due to U.S. 
and broader NATO assistance.2 As highlighted in Figure 4.1, 
the number of Russian soldiers killed in Ukraine during the 
first year of the war was greater than the combined number 
of Russian soldiers killed in all Russian and Soviet wars since 
World War II. As one senior Russian diplomat remarked about 

Ukraine, “The United States became a direct participant of this 
conflict long ago, and they have long been waging a hybrid war 
against my country. Ukraine is only an instrument in their hands, 
a tip of the spear held by the US-led collective West. Their goal is 
to destroy a sovereign, independent Russia as a factor in interna-
tional politics.”3 This view that the United States and NATO are 
direct participants in the Ukraine war will likely persist and shape 
Moscow’s views of the future of war and force design.

Second, Russian leaders believe that the United States is ex-
panding its influence, attempting to further encircle Russia, 
and trying to weaken Russia militarily, politically, and eco-
nomically.4 NATO’s June 2022 summit in Madrid also unam-
biguously stated that the “Russian Federation is the most 
significant and direct threat to Allies’ security and to peace 
and stability in the Euro-Atlantic area.”5 In addition, the U.S. 
Department of Defense deployed or extended over 20,000 
additional forces to Europe, bringing the total number of 6 

WAR DATES SOVIET AND RUSSIAN FORCES 
KILLED OR MISSING 

Korea 1950–1953 120

Hungary 1956 669

United Arab Republic 
(Egypt)

1962–1963, 
1969–1972, 
1973–1974

21

Yemen Republic 1962–1963 1

Algeria 1962–1964 25

Vietnam 1965–1974 16

Mozambique
1967, 1969, 
1975–1979

6

Czechoslovakia 1968 96

Sino-Soviet Border 
Conflict

1969 58

Angola 1975–1979 7

Ethiopia 1977–1990 34

Afghanistan 1979–1989 14,000–16,000

Chechnya  
(First and Second Wars)

1994–1996, 
1999–2009

12,000–25,000

Georgia 2008 64

Ukraine  
(Crimea and Donbas)

2014–February 
2022

6,000–7,000

Syria 2015–Present 264

Ukraine
February 2022–
Present

120,000–140,000

Figure 4.1:  Number of 
Soviet and Russian 
Soldiers Killed, 1950  
to 20236

Author’s compilation. See 
endnotes for more details. 
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U.S. personnel in Europe to over 100,000. Examples includ-
ed the deployment of an Armored Brigade Combat Team, a 
High-Mobility Rocket Artillery Battalion (HIMARS) battalion, 
and KC-135 refueling aircraft, among other forces. Other 
steps of concern to Russia have included:

 ■ A permanent forward station of V Corps Headquarters 
Forward Command Post, an Army garrison headquarters, 
and a field support battalion in Poland;

 ■ The deployment of an additional rotational brigade 
combat team in Romania;

 ■ Enhanced rotational deployments in the Baltics;

 ■ An increase in the number of destroyers stationed at Rota, 
Spain, from four to six;

 ■ The forward stationing of two F-35 squadrons in the 
United Kingdom;

 ■ The forward stationing of an air defense artillery brigade 
headquarters, a short-range air defense battalion, a 
combat sustainment support battalion headquarters, 
and an engineer brigade headquarters in Germany; and

 ■ The forward stationing of a short-range air defense 
battery in Italy.

While these steps are a reaction to Russia’s invasion of Ukraine 
and entirely legitimate, they have increased Russian fears of 
encirclement. As Defense Minister Sergei Shoigu remarked 
at the December 2022 meeting of Russian’s Defense Ministry 
Board, “Of particular concern is the buildup of NATO’s ad-
vance presence near the borders of the Russian Federation 
and the Republic of Belarus . . . to further weaken our country.” 
Shoigu also noted, “Considering NATO’s aspirations to build 
up its military capabilities close to the Russian border, as well 
as expand the alliance by accepting Finland and Sweden as 
new members, we need to respond by creating a correspond-
ing group of forces in Russia’s northwest.”7

The result is that the Russia’s insecurity and animosity toward 
the West—and the United States in particular—will likely deepen. 
These sentiments will likely drive a desire to reconstitute the 
Russian military over the next several years, strengthen nuclear 
and conventional deterrence, and prepare to fight the West if de-
terrence fails. Russian military thinking on the future of warfare 
and force design is dominated by a view that the United States 
is—and will remain—Moscow’s primary enemy.

CHALLENGES TO  
FORCE DESIGN
Russia faces enormous challenges in implementing its force de-
sign, despite its ambitions. Russia’s military almost certainly 
lacks the caliber of some of the great historical Russian and So-

viet military thinkers, such as Mikhail Tuchachevsky, Aleksandr 
Svechin, Vladimir Triandafilov, and Georgii Isserson. As noted 
earlier in this report, Russian military journals generally lack 
innovative thought and self-criticism, almost certainly a result 
of Russia’s increasingly authoritarian climate. In addition, Rus-
sia’s military has been unable to attract the best and brightest 
of young Russians in the face of competition from the civilian 
labor market, despite some pay raises.8

There are at least five additional challenges to Russian force 
design over the next several years. 

First, Russia’s deepening economic crisis will likely constrain 
its efforts to expand the quantity and quality of its ground, air, 
and naval forces. The war in Ukraine has fueled Russia’s worst 
labor crunch in decades; hundreds of thousands of workers 
have fled the country or have been sent to fight in Ukraine, 
weakening an economy weighed down by economic sanctions 
and international isolation. The country’s biggest exports—gas 
and oil—have lost major customers. Government finances have 
been strained and the ruble has decreased against the dollar.9 
Numerous Western banks, investors, and companies have 
fled Russia and its financial markets. In addition, the Inter-
national Monetary Fund has estimated that Russia’s potential 
growth rate—the rate at which it could grow without courting 
inflation—was around 3.5 percent before 2014, the year Russia 
seized Crimea, but fell to around roughly 0.7 percent in 2023 as 
productivity declined and the economy became increasingly 
isolated.10 The fall in exports, tight labor market, and increased 
government spending have worsened inflation risks.

Russian force design will not be cheap. The Russian army 
wants to create new divisions and recruit additional soldiers, 
which will drive up costs because of salaries, signing bonus-
es, healthcare, lodging, food, equipment, and other factors. 
Russia will need to make military service more attractive. For 
example, housing remains a problem for Russian officers with 
families, and salaries have not kept pace with inflation for sev-
eral years.11 The development and production of emerging 
technologies can be enormously expensive. So are major plat-
forms, such as bombers, submarines, aircraft carriers, and 
fifth- and sixth-generation aircraft. 

Second, corruption remains rampant in the Russian military, 
which could undermine Moscow’s overall plan to structure, 
staff, train, and equip its forces. Corruption has long been 
a problem in the Russian military.12 In Ukraine, the Russian 
military has provided some soldiers on the front lines with 
ration packs that were seven years old, other soldiers have 
crowdsourced for body armor because Russian supplies dried 
up, some have sold fuel on the black market that was intended 
for Russian main battle tanks and other vehicles, and supply 
chains have failed.13 Russian morale likely has suffered. Russian 
soldiers have also engaged in false reporting, committed out-
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right theft, overstated the number of enlistees in some units 
(and skimmed the difference), and conducted other forms of 
graft.14 Corruption in the Russian military is not surprising. 
According to some estimates, one-fifth or more of the Rus-
sian Ministry of Defense’s budget is siphoned off by officials.15 
These factors help explain why former Russian foreign minis-
ter Andrei Kozyrev referred to the Russian armed forces as a 
“Potemkin military.”16

Third, Russia’s defense industrial base will likely face at least 
two types of challenges which could impact force design. One 
is replacement of losses from the war in Ukraine. Russia has 
already expended significant amounts of precision-guided and 
other munitions in the Ukraine war, and many of its weapons 
and equipment have been destroyed or severely worn down. 
According to some estimates, for example, Russia lost approx-
imately 50 percent of its modern T-72B3 and T-72B3M main 
battle tanks over the first year of the war, along with roughly 
two-thirds of its T-80BV/U tanks.17 A protracted war in Ukraine 
will likely compound these challenges. Replacing these loss-
es will be necessary before implementing new initiatives or 
building new forces.

Another challenge is that economic sanctions will likely create 
shortages of higher-end foreign components and may force 
Moscow to substitute them with lower-quality alternatives. 
These challenges could impact Russia’s ability to manufacture, 
sustain, and produce advanced weapons and technology.18 As 
Russia’s 2022 maritime doctrine concluded, one of the main 
risks to Russia’s maritime activities is “the introduction of 
restrictions, which include the transfer of modern technol-
ogies, deliveries of equipment and attraction of long-term 
investments, imposed by a number of states against Russian 
shipbuilding enterprises of the defense industrial complex 
and oil and gas companies.”19 Supply-chain problems have 
also delayed deliveries. Money to replace outdated machine 
tools and pay for research and development is lacking, while 
neglect of quality control is common.20 Continuing assistance 
from China, Iran, North Korea, and other countries could help 
ameliorate some of these challenges.

Fourth, Russia may face a significant challenge because of 
growing civil-military tension. As Harvard political scientist 
Samuel Huntington wrote in his book The Soldier and the State, 
“The military institutions of any society are shaped by two 
forces: a functional imperative stemming from the threats to 
the society’s security and a societal imperative arising from the 
social forces, ideologies, and institutions dominant within the 
society.”21 The need to balance military institutions and socie-
tal forces is no less true for Russia today. It is conceivable that 
tension between the Russian military and population could 
worsen over time because of a protracted war in Ukraine, a 
languishing economy, and an increasingly authoritarian state. 

The June 2023 rebellion led by Yevgeny Prigozhin was one in-
dicator of domestic frustration, although it is difficult to assess 
the breadth and depth of popular anger. A reconstitution of the 
Russian military will likely require some level of support and 
sacrifice from the Russian population.

Fifth, Russia has struggled to coordinate strategy and opera-
tions across its services. Russian military exercises are often 
stovepiped, with poor coordination and limited jointness 
across the army, air force, and navy. The Russian military has 
failed to effectively conduct joint operations in Ukraine. These 
challenges raise major questions about whether the Russian 
military can create a truly joint force.

CONCLUSION
In the months before Russia’s invasion of Ukraine, U.S. govern-
ment assessments were generally accurate in predicting that 
Russian forces would invade Ukraine. But many were wrong 
in their assessment of the war’s outcome. Most assumed that 
Russian forces would defeat Ukrainian forces in a matter of 
days or weeks. But they overstated the effectiveness of Russian 
forces and understated the will to fight, combined arms capa-
bilities, leadership, and morale of Ukrainian forces, political 
leaders, and the population. These errors may have occurred 
because it is generally easier to analyze tangible aspects of a 
military, such as doctrine and air, land, naval, cyber, and space 
capabilities, but much more difficult to assess the intangible 
aspects of warfare, including morale, will to fight, readiness, 
impact of corruption, and force employment. 

These analytical challenges raise important questions about how 
to assess Russian military reconstitution, views on the future of 
warfare, and force design. Moving forward, U.S. and allied pol-
icymakers should routinely ask and attempt to answer several 
questions regarding Russian views of warfare and force design: 

 ■ How will Russia attempt to improve the “intangibles” of 
warfare, such as the will to fight and readiness? 

 ■ How will Russia prioritize its force design ambitions given 
its many competing needs? 

 ■ Can Russia continue to secure significant support from 
China, Iran, North Korea, and other countries for its mil-
itary, including technology, weapons systems, and mon-
ey? How might such support impact force design?

 ■ Can Russia overcome historic problems, such as corrup-
tion? If so, how?

While there may be a temptation to examine Russian views 
of the future of warfare primarily through a Ukraine lens, this 
would be a mistake. The war in Ukraine has impacted Russian 
military thinking, but it is only one war at one point in time. 
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In his book Strategy, Russian military leader and theorist Alex-
ander Svechin remarked that “each war has to be matched with 
a special strategic behavior; each war constitutes a particular 
case that requires establishing its own special logic instead of 
applying some template.”22 Svechin believed in the uniqueness 
of war. The challenge in understanding Russian thinking about 
the future of warfare is to step back and attempt to understand 
how Russian leaders view the evolving international environ-
ment and to how they can best maximize their security given 
the resources at their disposal. 
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